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How to: Set up TTUnet VPN in Windows 7
Details:

1) Click on the Starticon and open the Control Panel.

B Getting Started

!!' Connect to a Projector SRR =

. Documents
% Remote Desktop Connection : :

- Pictures
1 Sticky Motes

Music
% Snipping Tool

Computer

-q- Calculator

Control Panel

ange settings and customize the functionality of your cornputer,

Devices and Printers

,ﬁ HPS Viewer
ﬁ/ Windows Fax and Scan
@( Magnifier

» Al Programs

Default Programs

Help and Support

| |Search programs and files

2) Click Network and Internet.
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‘ . @ ¥ Control Panel »

- Search Control Panel

Adjust your computer’s settings View by: Category ¥
% System and Security % User Accounts
: Review your computer's status i
Change account type
Back up your computer @ o P
Find and fix problems , Appearance and Personalization
%' ii Change the theme
| Network and Internet i Change desktop background

th View network statuf'y ety orie and Intemet Adjust screen resolution
~  Choose homegrouf Check network status and change

settings, set preferences for sharin Clock, Lanquage, and Reqgion
Hardware and . 0 - guag 9

View devi p files and computers, configure Change keyboards or other input methods
1ew devices and pi Internet display and connection, and | -, r———
e e ange display language
Ease of Access
Programs

Let Windows suggest settings

Uninstall a pregram

FI—— Optimize visual display

3) Open the Network and Sharing Center.
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Control Panel Home

Systemn and Security

e MNetwork and Internet
Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock, Language, and Regicn

Eaze of Access

4) Click Set up a new connection or network.

'f{-\' ‘ @ v Control Panel » MNetwork and Internet » - Search Control Panel pel

How to: Set up TTUnet VPN in Windows 7

.I:l- INetwork and Sharing Centerl
--* 1EW 1 ork status and tasks onnect to a network

View netwol| Metwork and Sharing Center less device to the network
Check network status, change
Q HomeGrq network settings and set preferences
Choose hon for sharing files and printers.

Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cookies
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'f{-:' . :.F <« Metwork and Internet » Metwork and Sharing Center - Search Control Panel pel

=)

Control Panel Home ’ i p . :
View your basic network information and set up connections

Change adapter settings ﬂ&: w q See full map
3 =

Change advanced sharing TTUZ65024 Hu.net Internet

settings f
g (This computer)
View your active networks Connect or disconnect
= ttu.net Access type: Internet
E Domain network Connections: [ Local Area Connection
Change your networking settings
‘E. Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
"75. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Internet Options

Windows Firewall

5) Click Connect to a workplace, and then click Next.
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@

Contr

— e a— ——— G
Chan (\j @Setl}patnnnectlan or Netwp“

ol e S

See full map

Chan
settin

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L& et up anew network
cag, Configure s new router or access point,

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

#=; Setup a dial-up connection
# Connect to the Internet using a dial-up connection.

| nNet || cancel

r disconnect

\Rection

\fter or access

See alzly

HomeGroup
Internet Options

Windows Firewall

6) If presented with the following screen, click Use my Internet connection (VPN).
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1 Connect to a Workplace
Wk P

i
- — — i G W @Iﬂlﬂ

How do you want to connect?

% Use my Internet connection (VPN)
Connect using a virtual private network (VPN] connection through the Internet,

N — e

= Dial directly
Connect directly to a phone number without going through the Internet.

What is a VPN connection?

7) Configure the details for the TTUnet VPN connection, and click Next.

o Internet address: vpn.ttu.edu
o Destination name: TTUnet VPN (or any descriptive name you would like)
o Use a smart card: Unchecked

o Allow other people to use this connection: If you would like all Windows user accounts on your computer to be able to use this VPN connection,

check this box. Note that this option may require you to enter administrative credentials to proceed.)
o Don't connect now; just set it up so | can connect later: Checked

s A— i . = =

@ l;‘ﬂ Connect to a Workplace ‘ . .

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: vEH.ttu.edu
Destination name: TTUnet VPN

[] Use a smart card

@ [T] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[¥]IDon't connect now: just set it up so I can connect later

I Mext I Cancel

of|
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8) Click Create without entering any information into the fields.

— _— ——— i G W M
@ Ly Connect ta a Workplace . . .

Type your user name and password

Uszer name:

Password:

[T] Show characters

[7] Remember this password

Domain (optional):

e a———"
1
9) Click Close.
6 -} 22 |1
@ Eﬂ Connect to a Workplace ‘ ‘, '
The connection is ready to use
i
L 'I .
i
= Connect now
!
o ]
e .

10) Single-click the network icon located at the bottom-right of the screen. (The appearance of the network icon will vary depending on whether you're
connected to a wired network or a wireless network.)
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11) Right-click on the TTUnet VPN connection and select Properties.

Currently connected to:

l‘;h ttu.net
2 Internet access

Dial-up and VPN

TTUnet VPN

Open Metwork and Sharing Center

-

= 813 PM
Fy L J-'L ur
\ | |L| I:-—=I I‘I 1 009

12) Click on the Security tab, and configure the following settings.

o Type of VPN: Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec)
o Data encryption: Require encryption (disconnect if server declines)
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= TTUnet VPN Int Test Properties

General I Options | Security | Networking I Sharing|

I Layer 2 Tunneling Protocol with IPsec (L2TP/IP5Sec) - I

Advanced settings

Authentication
(7) Use Extensible Authentication Protocal (EAP)

Properties

(@ Allow these protocols

[7] Unencrypted password (PAF)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ Automatically use my Windows logon name and
password (and domain, f any)

[ ok || Cancel

13) Click Advanced Settings under Type of VPN'".

Fa

e

= TTUnet VPN Intemal Test Properties | = |

General | Options | Security | Metworking I Sharing|

Type of VPN:
|Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) -

Advanced settings
Data encryption:

[ Require encryption {disconnect if server declines) v]

Authertication
() Use Extensible Authentication Protocol (EAF)

Properties

@) Allow these protocols

[] Unencrypted password (PAF)
Challenge Handshake Authentication Protocol {CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password {and domain, if ary)

[ ok || Ccancel

2

14) Select Use preshared key for authentication. Type 'TTUnetVPN' as the key, and then click OK.

%NOTE: The key is case-sensitive.
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Advanced Propertics R

Ea

(@) Use preshared key for authentication

Key: §TTUnetVPM

() Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

15) On the Security tab, verify that the following check boxes are checked.

¢ Challenge Handshake Authentication Protocol (CHAP)
e Microsoft CHAP Version 2 (MS-CHAP v2)

= TTUnet VPN Internal Test Properties [ =]
General | Options | Security | Metworking I Sharing |
Type of VPN:
|Layer 2 Tunneling Protocol with IPsec (L2TP/IP Sec) v
Data encryption:
[ Require encryption {disconnect if server declines) v]
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

@) Allow these protocols

[] Unencrypted password (PAP)

Challenge Handshake Authentication Protocol {CHAP)
—

Microsoft CHAP Version 2 (MS-CHAP v2)

—
[] Automatically use my Windows logon name and
password {and domain, if ary)

[ ok || Ccancel

e 2

16) Click the Networking tab, highlight Internet Protocol Version 4 (TCP/IPv4), and then click the Properties button.
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| General I Optiong | Sec:..lrrty| Networking |Sharing|

This connection uses the following items:

<& Intemet Protocol Version & (TCP/IPvE)
-i- Intemet Protocol Version 4 (TCP/1Pvd)

W File and Printer Sharing for Microsoft Networks
& Cliert for Microsoft Networks

@ Install... | M Uninstall . Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks .

17) Click Advanced.

Internet Protocol Version 4 (TCP/IPv4) Properties N—

General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate P settings.

(@ Obtain an IP address automatically

) Use the following |P address:

IP addrezs:

(@ Obtain DM5 server address automatically

() Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS zerver:

18) Uncheck the box next to Use default gateway on remote network.

%NOTE: Leave the box checked if you plan to access TTU online library resources, or to access both TTU and TTUHSC resources (such as shared
calendars).
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Advanced TCP/IP Settings

IP Settings

DNS | WINS

This checkbox only applies when you are connected to a local
netwark and a dial-up network simultaneousty. When checked, data
that cannaot be sent on the local network is forwarded to the dial-up
nietworle.

DUse default gateway on remote netwark
[7] Disable class based route addition

Automatic metric

Interface metric: |:|

19) Click OK on any remaining open windows to save all your changes.

20) Single-click the network icon located at the bottom-right of the screen. (The appearance of the network icon will vary depending on whether you're
connected to a wired network or a wireless network.)

40 e

Hr g W 1 —
= i)

21) Click on the TTUnet VPN connection to highlightit, and then click Connect.
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Currently connected to: s

ttu.net
Internet access

Dial-up and VPM -

TTUnet VBN u*'}

Open Metwork and Sharing Center

4:25 PM

- Wy W B
[ e 010

22) Configure the following information, and then click Connect.

e User name: your eRaider username

o Password: your eRaider password

e Domain: TTU

o Save this user name and password for the following users: Set to your personal preference

%NOTE: You are responsible for the use of your eRaider credentials. Do not save your eRaider username and password on a shared computer.

|ser name: eRaider Usemame

F‘asswnrd: LI ATl ad] )

Domain: TTU

[] Save this user name and password for the following users:

Me onhy
l@l Anyone who uses this computer

[ Comect 1 [ Conoel | [ Fropeties | e

OUTCOME

Your computer will have a successful connection to the TTUnet network enabling you to access resources not available outside TTUnet.
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You should disconnect from VPN when you are done using it. For instructions, please see How to: Disconnect from TTUnet VPN in Windows 7.

;Q;TIP: For a quick method of reconnecting, please see How to: Connectto TTUnet VPN in Windows 7.
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