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Abstract

Today’s enterprise network is usually under basic protection from security
deployments like firewall and IDS. However, in many cases cyber security defense
still fails unexpectedly, even if the security sensors have already provided relevant
alerts towards ongoing attacks. In actual fact, the raised alerts are often easily
ignored. One main reason for such failure is the lack of attack context, which is
essential for gaining big picture awareness towards the enterprise network’s actual
situation. For example, given a number of security alerts, can we tell what’s going
on in the network? In this talk, | will describe a set of security problems that are
identified in revealing the missing attack context for enterprise cyber security
defense, and introduce a family of systems developed to tackle the corresponding
problems. In particular, I will mainly focus on the identification of zero-day attack
paths, which is one of the most fundamentally challenging security problems yet to
be solved. I will present two systems, Patrol and ZePro, which can both detect the
zero-day attack paths at operating system level, but employ different approaches.
Lastly, I will talk about the short term and long term plans along my line of cyber
security research.
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