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HPCC servers do not support direct logins or file transfers via telnet, rlogin, ftp, or rcp. All of
these programs transmit passwords in the clear and have other vulnerabilities. Please
login/transfer files using the Secure Shell protocol, which encrypts your entire login session. You
must install a secure shell client on your local computer. We recommend the free programs
putty/pscp/psftp or Secure Shell Client suite for windows. Putty/pscp/psftp is downloadable from
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html, and Secure Shell Client is
downloadable from http://charlotte.at.northwestern.edu/bef/SSHdist.html. A downloadable ssh
client for MS-Windows is available from LabF.com and allows 30 minute sessions without
registration. Another MS-Windows commercial ssh client is F-Secure SSH.

Please set SSH version 2 in your client programs. Either version 1 or 2 are now accepted, but
soon only version 2 will be accepted by HPCC servers.

1. Logging on to Hrothgar using Putty for windows users

Putty is a "terminal program™ that you use to connect to login in to Hrothgar from your own
(desktop or laptop) computer. Putty is free and very easy to install. Putty is available from:
http://www.chiark.greenend.org.uk/~sgtatham/putty/ or http://www.putty.org/

Putty is an .exe file and does not need to be installed, just save it to your desktop and double
click when you need it.

1.1. Logging on the first time and save the session for future logins

ey cornouc =S 1)Double click the putty.exe

Categony:
- Session Baszic options for your PUTTY session Z)Enter “hrothgar.hpcc.ttu.edu” in
: ‘- Logging Specify your connection by host name or [P address ' '
=3 T:erminal Host Mame [or [P address) Fart the Host Name bOX'
Keyhoard [ hrothgar hpoe. tu. edu 22
L Bell
o Protacar 3)Select “SSH” from the Protocol’
- Appearance = [Rew ! Ve i o | (S radio button.
- Behaviaur Load, save or delete a stored session

- Translation . s .
- Selection EHamf:g:”“ AIt’s useful to enter a session

e Cul (1] "o
G oDl Defat Setins — name, I_—|roth9ar in the above case
- Telnet Hrothgar [ and Click ‘Save’ to save the
-~ Rlogin session, so you don't need to
S = remember the details next time.
----- Tunnels
Cloze window on exit;
| ) Always ) Mewer @ Only on clean exit
| G ) (el

http://www.hpcc.ttu.edu



http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://charlotte.at.northwestern.edu/bef/SSHdist.html
http://www.labf.com/
http://www.f-secure.com/products/ssh
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.putty.org/

B8 e consrior

Cateqgary:
o Session Bazic options for your PuT T session
: Loagging Specify pour connection by hozt name or IP address
= T:erminal Host Mame [or IP address) Part
i Kevboard 23
- Bell Protocal
- Tobocol:
Windav Fiaw @ Telnet Filagin 55H
- Bppearance
- Behaviour Load, zave or delete a stored session
Tramltall-:un Saved Sessions
- Selection
I - Calours - -
> Conmecton | | — L Loed
Telnn.et | S ave |
- Rlagin —
- 55H | Delete |
Auth
| Tunnels
[
Cloze windomew on exit:
| Always MNerver @ Only on clean exit
1
| About | [ Open ] | Cancel |

6) Click ‘Yes’ to get started with the session

think it is.
The server's key fingerprint is:

PuTTY's cache and carry on connecting.

adding the key to the cache, hit Mo.
If you do not trust this host, hit Cancel to abanden the
connection,

o .

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

sch-rsa 2048 1f:f3:42:8c8c:d c:36:e2:95:e3:9b:3e:17:a2:bd: b9
If you trust this host, hit Yes to add the key to

If you want to carry on connecting just once, without

5) Select “Hrothgar” from the
‘Saved Sessions’ box, and click on
‘Open’
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f hrothgar.hpce.ttu.edu - PuTTY

e A

7) Type the eraider username after “Login as:”

8) Type the eraider password

9) Press enter to login

Steps 7) ~ 9) are shown in the following screen shot.

f hrothgar.hpce.ttu.edu - PuTTY | o | ] |
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10)Successful login if the command prompt appears as above. (Note hrothgar:$ is
particular to this example only)

1.2. Logging out of the session

Eemrmm—m 2020202020 2Z2°0Z=

1)Type ‘exit’ at the command prompt and hit enter to end the session

1.3. Logging using the saved session

1)Double click the putty .exe

http://www.hpcc.ttu.edu
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Cateqony:
= Session B asic options for pour PuT T session
. Logging Specify your connection by host name or [P address
(= Terminal Hozt Mame [or [P addresz) Port
- K.eyboard a2
- Bell Pratacol
© wind “rotocal: ) ) _ )
- Window ) Raw () Telnet ) Rlogin @ 55H
- Bppearance
- Behaviour Load, save or delete a stored session
;r.flnnslgtlun Saved Sessions
- Selection Hrathgar
- Colours

[=- Connection ings Load
s
& 55H

Cloze window on exit:
() Abways 0 Mever @ Only on clean exit

I [[ Open J][ Canicel

2)Select the previously stored session ‘Hrothgar’

3)Click ‘Load’, this will populate the previously stored settings

4)Click ‘Open’

5)Follow the steps 7-10 given in Logging on the first time and save the session for future
logins

2. Logging on to Hrothgar using SSH for Windows User
Install Secure Shell Client for Windows as regular Windows software. It is available from
http://www.sscnet.ucla.edu/ssc/caroline/application/SSHSecureShellClient-3.2.9.exe

2.1. Logging on the first time and save the sessions/profile for future login

1) Double click on ‘SSH Secure Shell Client’ icon created on the desktop after installation, you will see a
window opens as shown below

http://www.hpcc.ttu.edu
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File Edit View Window Help
| H SR 22 Bec 4 90 % &8
[E_] Quick Connect] _1 Profiles |

SH Secu hell 9 (Build 283)
j 103 55H Communications urity Corp - http://www.ssh.com/

1l versicn.

11 =unctionality
1 functionality.

| Mot connected - press Enter or Space to conne|

2)Click ‘Quick Connect’

Connect to Remote Host B
m Host Mame: I Eoinect
[dzer Mame: I s
Part Mumber: |22
Authentication Method: |<F'r|:|fi|e Settings: :_I

3)Enter the details Host Name: name of the server (e.g. hrothgar.hpcc.ttu.edu)
4)Enter your eraider username in the “User Name” box
5)Leave “Port Number” and “Authentication Method” as default (22,<Profile Setting> respectively)

6)Click ‘Connect’

Connect to Remote Host eS|
!I Host Mamme: [ !hmthgar.hpcc.ttu.edu J [| Connect I ]
T e Name: [ |eraider name] J Cancel |
Part Murnber: I22

Authentication Method: |<F'rl:|fi|e Settings> ﬂ

7)Click ‘OK’

http://www.hpcc.ttu.edu
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Mgzssage from the server

cations Sech

Lise of Tewas Tech computers and netwarks requites prior autharization,
Tour use of these systems may be monitored by automated and/or manual
{ security testing procedures. Linauthanized use of these sustems is

§ prohibited and abuse is subject to immediate termination of the account

or service and University disciplinary procedure and/ar criminal
prozecution.

IF you have questions concerning thiz notification screen, please
contact |T Help Central at 742.HELP [4357)

IF s are having trouble logaging in, make sure pou are using vour
eRaider usend/pazsword combination

8)Enter the eraider password and hit ‘OK’ in the “Enter Password” window.

Enter Fﬁassyggi{i R - G g

focemran i i

xxxxxxxxx1

B =t

A A DrmEls

Hrothgar Add to Profiles

10) On successful login the command prompt will appear as below

H &k 2 &) % &Y
&1 Quick Connect [ Profiles

Fle Edit View Window Help

This copy of 35H Secure Shell is a non-commercial wersion.
This wersion does not include PEI and PECS #11 functicnality.

[

[prohibited and abuse
and University

=

procedure and/o

If you have gue
contact IT Help (

m

trouble
d co

Lo
mbinatlion.

Last login: Thu Oct 21 13:43:23 2010 from ad2l2.dhcp.ttu.edu
Rocks Compute Node

Rocks 5.3 (Rolled Tacos)

Profile built 16:54 20-Sep-2010

Kickatarted 17:09 20-Sep-2010
hrothgar:& l -~

Connected to hrothgar.hpcc.ttu.edu 55H2 - aesl28-cbc - hmac-md5 - ne| 80x24 fél

http://www.hpcc.ttu.edu




2.2. Logging out of the session
1) Type ‘exit’ at the command prompt and hit ‘enter’ key

HPCC - Hrothgar 10

hrothgar.hpcc.ttu.edu - default - 55H Secure Shell

E=E)

H &Sk g dh| £ 50| % | @
&1 Quick Connect (] Profiles
File Edit View Window Help

This copy of 55H Secure Shell is a non-commercial wersion.
This wversion does not include PEI and PECS #11 functicnality.

and networ

Unautho d use of the
jubject to immediate termination ¢

If

vou have guestions concerning this notification
contact IT Help ( 7

ntral at 742-HELF (4

Last login: Thu Oct 21 13:43:23 2010 from ad2l2.dhcp.ttu.edu
Rocks Compute Node
Rocks 5.3 (Rolled Tacos)

I Profile built 16:54 20-Sep-2010

Kickstarted 17:09 20-Sep-2010

7
S5H2 - aesl28-che - hmac-md5 - no| 8024 gﬁ.']

requires prior authori
s may be monitored by automated and/or manual]

m

e

2) Successful logout will appear as shown below

hrothgarhpecttu.edu - default - 55H Secure Shell

=] B |

HE &Sl 2 ) ED % e
&1 Quick Connect [ Profiles
File Edit View Window Help

requi
may be monitored by automated and,
Unauthorized use of the
ect to immediate termination

=

xrohibited and ab
i and Uni

If you have guestions concerning th
contact IT Help Central at 742-HELP (4

Mot connected - press Enter or Space to conne

3 pricr authorization.

iplinary procedure and/or criminal

m

80x24 Fd]

h
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2.3. Logging using the saved session
1) Double click on ‘SSH Secure Shell Client’ icon created on the desktop after installation, you will see a
window opens as shown below

- default —&

File Edit View Window Help
H &k =2 b S8 | SN
£ Quick Connect [_] Profiles

ot connected - press Enter or Space to conne

2) Click ‘Profiles’, then choose profile name previously stored (e.g. Hrothgar in this case)

hrothgarhpec.ttu.edu - Hrothgar - 55H Secure Shell E@é]
H &k =2 #M EO % &N
£ Quick Connect | Profiles
Fle Edit View Edit Profiles...

Add Profile...

contact IT Help Central at 742-HELP (4357).

If you are having trouble logging in, make sure you are using your
eRaider userid/pasaword combination.

m

80x24 ]

http://www.hpcc.ttu.edu
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3) Repeat the steps 6-11 from section 2.1. Logging on the first time and save the session for future
logins.

2.4. Transferring files using SSH for windows user
File transfer can happen only after successful login. This file transfer is used for remote - local machine
and local — remote machine file transfers.

1) Click on ‘New file Transfer Window’ (button/icon is marked with red in the snapshot below)
this will open a new window

efault SSH Secure Shell

: File Edit View Window Help
E H sk 22 = M._J.‘% & 2
| £ Quick Connect (1 Profiles

This wersion does not include PEI and PECS #11 functiconality.

ct to immediate termination the account
dure and/ocr criminal

ification

ions concerning this
entral at 742-HELP (4

ou hawve gues
contact IT Help

screen,

you are having trouble logging in, make sure yvou are using your
eRaider userid/p yination.

Last login: Mon Apr 46 16:36:08 2009 from elogserv.hpcc.ttu.edu
Rocks Compute NHode

Rocks 5.0 (V)

Profile built 15:11 24-Mar-2009

Hickstarted 15:18 24-Mar-2009
grendel:s . -

S5HZ - aesl28-cbec - hmac-md5 - no| 80x24

| |Dicplay table of contents of the local help

http://www.hpcc.ttu.edu




HPCC - Hrothgar 13

@ Zigrendel hpce. ttu.edu - default - S5H Secure File Fransfer 5%: = | = =
Eile  Edit Wiew Operation Window Help
H 2% 2o S8 % 1 ¢ (8
||| &1 Quick Connect ] Profiles |
[ e e ek ox]] ]| Add || @ @3 @ | ok % |[eomene ]| Add |
Local Mame £ | i £ | Size| Type
! poonam 34  SH File
Public 30 5HFile
= _:Ccrmputer machinefile. 30223 152 30223 F
¥ Metwork Systen | poonamjob.e30223 0 E20223
@Intemet Explorer Systen ] poonamjob.o30223 19 Q30223
| Control Panel Systen est.sh 142 SH File
nd Laptop Systen || test_script.sh 0 SH File
Mozilla Firefox 1,778
8|E8 OpenOffice.org 3.0 1,047
@155H Secure File Transfer C... 2135
SSH Secure Shell Client 1,167
Lonee
AL T 4 | 1 J r
Transfer| Queue]
i Source File | Source Directory Destination Dire... Size Status Speedi Timei
Connected to grendel.hpec.ttu.edu - (S5H2 - aes128-che - hmac-md5 - n:l? iterns (377 B} :'_%gl_ i

2) The left window pane shows the files on the local machine and the right pane shows the
files on remote machine.

3) Dragging files from left to right pane will copy the files from the local to remote machine
4) Dragging files from right to left pane will copy the files from the remote to local machine

Note: Point at appropriate/desired directories before copying the files

Last updated: 06/28/2012

For Additional Assistance Contact: hpccsupport@ttu.edu

For Comments/Suggestions on user guide hpcc@ttu.edu
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