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Transferring files

1.1 Transferring files using SSH Secure Shell for windows user

File transfer can happen only after successful login. This file transfer is used for remote - local machine

and local — remote machine file transfers.

1) Click on ‘New file Transfer Window’ (button/icon is marked with red in the snapshot below)

this will open a new window

';ﬂ hrothgar.hp ttuedu - huizhu@hrothgar - SSH Secure Shell & lm@ e S )
File Edt View Window Help
H &k 82 ;
&1 Quick Connect 1 Profies

thorized use| -

d monitoring,
C) Misuse is subject to criminal prosecution, and D) No expec
tation of

v except as otherwise provided by applicable privacy la

screen, plj

. IT Help Central at 742-HELP (4357).

m

Last login: Fri Bug 16 09:08:37 2012 from pisces.ttu.edu
Rocks 6.0 (Mamba)

Profile built 00:40 05-Jan-2013

Rickstarted 1%:01 08-Jan-2013
hrothgar:§ l -

Connected to hrothgar.hpccttuedu |SSHZ - aesl28-cbc - hmac-n 61x20 A

E:l 2:hrothgar.hpcc.ttu.edu - huizhu@hrothgar - SSH Secure File Tra...l == i:h1
File Edit View Operation Window Help
H s2Z & & | % i 8p - E
£1 Quick Connect (1 Profies
G dta e ek x| | Add| & 4 E e e uizhu v || Add

0 0 2 @ K?

M Local Name £ Size | Typ * | Remote Name £ Size | Ty
[ ~|Libraries Syst| = 32 Fel=
2 Zhu, Huijun Syst abaqus_plugins Fc
IZ% Computer Syst alltoall Fc
I ‘__ MNetwork Syst amber Fc
2= Control Panel Syst amberl0_mpich2 Fc I
I f Recycle Bin Syst = amberl0_openmpi_i.. Foj=
4 1 3 4 1 3

Transfer] Queue |

'I|# | Source File | Source Direc... | Destination ... Size | Status Speed| Time J
| < il S

Connected to hrothgar.hpcc.t|SSH2 - aes128-cbc - hmac-n|169 items (640.6 P I

http://www.hpcc.ttu.edu




HPCC - Hrothgar

The left window pane shows the files on the local machine and the right pane shows the

files on remote machine.

Dragging files from left to right pane will copy the files from the local to remote machine

Dragging files from right to left pane will copy the files from the remote to local machine

Note: Point at appropriate/desired directories before copying the files

1.2. Transferring files using WinSCP

WinSCP is most suited for general use to transfer the files to the server it is available
from: http://winscp.net

WIiInSCP (Windows Secure Copy) is a graphical open source SFTP (and FTP) client for
MS-Windows. It uses ssh and supports SCP (secure copy). It can also provide basic file
management and remote editing.

Logging using WinSCP for the first time

1)Double click the WinSCP icon

WinSCP Login L LA
S,assinn Session
- Stored sessions Host name: Port number:
E:n".rlrc-nment 29 a
i Directones
S5H User name: Password;
Preferences
Private key file:
=
Protocol
Eile protocaol: ESI-—I'F' | [¥] Allow SCF fallback
Select calor
] Advanced options
About .. | L anguages | | Save. . | | Close |

2)Enter the Host name: hrothgar.hpcc.ttu.edu

3)Port number: 22
4)User name: eraider username
5)Password : eraider password
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6)Private key file field can be ignore

7)Protocol : Select ‘SFTP” (secure FTP)

8)Check the Allow SCP fallback

9)Click ‘Save’ so you don't need to remember the details next time.

Save sestion as -
Save session as:
Hrothgar -

[ ] Save password {not recommended)

o) (omn | [ e ]

10)Enter the session name, e.g. Hrothgar shown above

11)Click ‘OK’

WinSCP Login m
| Session Hrothgar . | jiiit ]
| - Stored sessions :
| Environment | T‘
| - Directories : ;/
| 5sH e
| Preferences 5 Delet
E e

ks Rename
e
i New folder..
e
I Set defaults
L
o Shellicon...
e
[] Advanced options |l Teols., ]

i

[ ou. | [ Longuoges |

12)Select 'Hrothgar' and click ‘Login’
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Warning

]

The server's host key was not found in the cache. You have no guarantee that the server is the computer you think it is.

The server's rsa2 key fingemrint is:
sshrsa 2048 71:32:0F.05:3c:51d4 6a:4b:aa: 84 54:d0:d3:56.56

i you tnust this host, press Yes. To connect without adding host lkey to the cache, press Mo. To abandon the connection press Cancel.

Continue connecting and add host key to the cache?

[ Yes ]| Mo || Cancel || Copykey |[ Hep |
13)Click “Yes’
Massword  Hrothegar m
aearching tor host...
Cormiecling lu hosl.
Authanticating...

| lzing 11semame "pmane"

Maszword:

f | ok | | cance | | Hep

14)Enter the eraider password to login
15)Click ‘OK’
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T pmare -Hrothgar WinSCP

Loca Mek Fies Commands Session Ogtions Remote Help

N H PES @S E H - BEH D D T

§_T=N'ijc(uﬁ'|erts - i e e ﬂ '“g © L prrenz

C Uz’ ooz Dccumarts Bmepomes = : .
£ B Size: Type Changed Attr Mame Bt Size Chzngec Rights Owimer

Parent directery 32272008 ..« & £3/2009 5482, . nwier-xi-x rcot i
luetooth ExchargzF.. Filz Foldzr 10/16/20E.. 3ELM2003 T35, wig--eo- pmane
ownloads Fil=Foldzr 1209720 . 2105 4320034523, nw----ee- pmane

- Google TaleReceivec ... Filz Foldzr YUIE ..
y Music Filz Foldzer Y1DE .. sh

310 372572009 350 mwrcr-ex pmane
T 3j25/2003 355, mesrwxrwr  pmane

Filz Foldzr 9/22/20E .. sh 252 3/25/2003 3 54 mwrc-nex pmane
£ My Received Files Filz Folder IM1IRNE.. 15,202 £3/2003 5482, nw-r--1-- pmane
-‘“jM} shepzs Fil= Foldzr RE .. s 17313 £3/2003 5482,  nw-r--1-- pmane
o My Smilebox Creations Filz Foldzr LH1%2E., 12288 3/25/2003 438, na-r--r-- prane
!ﬁ Iy Videos Fil=Fold=r Y2HINE .. sh = y 05 3/30/2003 336i.. mw-----e- pmane
& Motss Fil=Fold=r 43203 1. _:,. celsh MO32T0 3. - pmane
+ Frolog Fil=Fold=r Z0/232XE.. _ikellosh 30 327003253, rwer--1-- pmane
& SQL Server Managenr.. Filz Foldzr 312000 .. = ikestsh 182 327008 307, ratr--1-- pmane
- Symanec FilzFoldzr Z219720E...
- Visuzl Studio 2005 Filz Foldzr 1212720E.
- Visuzl Studio 2003 Filz Faldzr 3BE .
Youczm Fil= Foldzr LBAE ..

b_L5.wme 51535437 Windows Med., 202272006 .. a
1,726 Remcte Ceskto.. 2/26/200 .. ah
402 Cenfiguration .. 3/7/2003 4., ash
=13 _logicwma X917,257 Windows Med... 2137200 .. a

T TheSemantic Web-5... 171,332 Acobe Acrchaz.. 342009 1., a

GE > EEB4E KiBin Dcf 21 IBor 45246 3n Dof 12
e S E CreteDiecioy 2 clees opo-beee L A0Tet

16)Successful login will show a window split in to two small windows, generally left
shows the file on the local machine , right shows the files on remote machine (in this
case files on Hrothgar)

To copy the file/script from local laptop/desktop to remote server (e.g. Hrothgar)
1)Point the left window to the place where the file/script (test_script.sh) to be copied

is located
2)Point the correct directory on the remote server where the file is to be copied

http://www.hpcc.ttu.edu




HPCC - Hrothgar

% Deskiop Hrothgar WinSCP v} : %5 e Bl &::,,:*HE‘I ' _2%_!
“ Lozal Mark Files Commends Session Options  Remote Hep

& -2 @B T BIELE O Defaul - @

[ Cesktop '@‘h')@@’}ﬁ:{'—g -l pmane s e s B Al e

ChlserpooramDes<hop ‘herredpriane

Mamz Bt Size - Tyoe Changed = * || Meme B Size  Changed Rignts (
: &1 Gmail. ink 1505 Shortcut 2717208 2. 7] 43703548 2. nwor-ur-x r
i ﬁE’EGrE'1u:h.=.|_U5v.=.-r_3Ji-:Iv.='.-‘l."... 933873 Microsoft Cffic..  3/25/200% .. i .5sh 33008 755, ot ----
,_, i bt 55 TedDocument 4372003 =, ,:j.basn_hist.:ﬁ,' 2106 4320034523, nw-------
£ HimcodectTl, exe 20113293 Applicztion 212772009 .. L] bashre 510 3/25/2009 350, rwer-xr-x
ihﬂirmmﬂ' retficates... AT Adnhs Acrchan. 390008 EI:: peofi e T A998 355 R
OI]J_B.E.]_WinSE[nteI.. 143353 1. Applicetion 1/2573009 .. ] seft 251 3/25/2009354...  nwr-ar-x
,_, peppajonzs.bd 12 TedDocument 21272009 .. [ soft.cacne.csh 16292 4370035482, nw-r--r-
= pmanejpg 28001 JPGFile 11/572008 .. L] soft.cachesh 17519 43720005482, rw-r--r-
¥ prozexpht.exe 819268 Applicetion 21472003 1.+ |_| tes 12288 3/25/2009 438w,  nw-r—-r--
‘@put}-.a{e 154 €55 Applicetion 47297007 .., {2 Xauthonty 56 33072009336, w-------
%RESJmE_F'c-Dnam.Ma... 18834 Adobe Acrcbat.. 2/1772009 .. :jcel sk M A0 436..,  we-r--T--
@F‘.i?er Crossng.ppt 965632 Microsoft Cffic..  5/2772007 .. ,__,I'ellu:r sh 30 3009253, w-r--r--
b B SOF docy 21203 Microsoft Cffic,,  4.7/2009 4 k. It._st sh 142 3009307, nw-r--r--

|| test_scrit.sh D SHFile $/3/2003 4.,
_ . timescfindia ink.tdt 278 TedDooument 4372003 4.,

- vonagesnt 1352 TedDocument 27772009 2.,

i-.i;wai:in for w123 4372188 MPS Formrat 5.0 3,/2272008 .

[ winee,nt 52508 INTFile 22472008 ..

B8 WirSCP Ink 758 Shortcut 4/3/2009 4..

ﬂwinscpllﬂse:l.p.exe 2483793 Application 12255008 .. i

4 Do e B i ; L D

DB cf 171 MiBir § of 25 JHo 456 Bin o 12

~# F2Fename _3" F4Edit 33 F& Copy | E FE Iove ﬁ 77 Create Directory 3 76 Delzte 75 F2 Properties !L FLO Jut

B sSpd l 0Bm

3)Select the file/script (test_script.sh) you want to copy and drag it into the right
small window

Copy

Copy file test scrpt sh”to remote directony:

Transfer settings
Default transfer settings

Mew and updated filejs) anby
Transfer on background {add to transfer queue)

[ Transfer settings...

Do not show this dialog box again

|

| [ Coedl ] |

Help |
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4)Click ‘Copy’

iE] Deselop Hrothgar- WirSCP

local Merk Fies Commends Sessios Optizns Remosz Help
@ §- HES WP E + o FE 0D s b
| g oo S ees - HAAY & L pmene 8 BENEE

L gz poona Deskloz Jhamerpizne

Marne 5t Size - Type Changed % ENaime B¢ Size - Changzd Richts 4
ﬁ’]Ema lirk LE0E Shortout 2172009 2, 3 L3202 60:0 . owvzrue-x r
@Erm:d_UEE'_Gu de-V..  933ET: Microsoft Offic., 372572009 . ] A TESR., - 4
;impt: 55 TedDoourent 432009 3. 2106 45H02E543.. mw---- g
@H"co:&-ﬁﬂ.ae AN3:% Applicetion NN SO 3009 R0, nwxr-wex 1
Ehﬂicmsuﬂ cettificztes., 222080 Adebz Acrobzt. 3257009 . T O3B0 355, narmmE |
EIU&_E.U'._‘M'BHnI:eI.. 149353 L., Applicztion L2540 B2 ISR EL matex
i pagpajones.tx: 12 TedDommen:  Z1200 16252 432055452, nw-re-p-- [
& pmzne jpg 2501 PG File L= . 17519 47320025482, nw-re-p-- £
S'Efproce:epf-i.a:e 379368 Applcetion 242009 L. 2R 3500988, nw-rr-- £
@putty,‘.e'{e 454558 Applicetion YT i . i Kauihonty B 0009 356, - |
ﬁ:ﬂem*e_l’u:-na".l’-.-‘lz... 18834 Adobs Acrobzt., 272572009 . :dsl.sh L SR I TR T B E
Q}River Crossing.pet %3632 Microsoft Offic. 32072007 . = helizsh BT Bt L U o 1
4] SGE. doo 05 Wlicrosoft Offic. 4202009 8. | e 10 STEeT per

| |test_soripzst I SHFile 432009 4. | - tesscrptsh 0 432005455, nw-rre-
f_:time_s:-find al k= &5 Ted Domrent  4/3/2009 4. ]

:_'_i\.'c»'ags.bft L5 Ted Dooument  27/2009 2.

) waitin for LWP3 470218 MP2 FormasSe, 3222009

[ {wnezjrt 52505 NTFle YHNE .

;E‘J‘.'inSCP. nk 58 Shortour 4732008 4.

ﬁjwnscp-llaseb.l:-.e:{e 2483795 Applicztion RNE . =

Ozof "7 MBDof 35 DB of 43246 Zinfel 2

5 F2Renzme [ § Bt ZRFS Copy 2 B Move [ BT Creste Cirectony 3 F8 Delete 27 ™ Proparties ] F10 Jut
S-SR oy

5)File copied to the remote server
1.3. Transferring files, PSCP

If you are going to be scripting transfers or moving a large number of files, perhaps you need to
investigate PSCP. PSCP is available from the same site as Putty mentioned above and is a

requirement for a number of systems that rely on files being moved back and forth automatically.
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1.4. File transfer using sftp

sftp is an interactive file transfer program, similar to ftp(1), which performs all operations over
an encrypted ssh(1) transport. It may also use many features of ssh, such as public key
authentication and compression. sftp connects and logs into the specified host then enters an

interactive command mode.

$ sftp eraider-username@#hrothgar.hpcc.ttu.edu

By default sftp will change the working directory to your home directory

Many commands sftp uses are similar to the Unix shell commands for navigating files and
directories, with a few small changes. The most notable difference is that you are working with
two computers so there is usually a "local” and "remote™ version of each command (prefixed by
an "!" to designate a local command). The following commands work just like their Unix
counterparts:

cd - change directory on the ftp server to

Is - list remote files

Is - list local files [also pwd, 'pwd, cd, Icd]

put fred.c - one file [Local->Remote]

get george.c - one file [Remote->Local]

mput *.f - many files

mget *.c - many files

quit

exit - exit from the sftp program.

Getting Files - The get command in sftp allows you to download files from the sftp server.
Usage: get
Where; is the file on the server you want to download, and is the path you want to put the file on

your machine. If you omit the argument, the file is put in the current directory on your machine

For example, to download a file named "foo.bar", the following command would be used:

sftp>get foo.bar
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To download this file and save it as "readme.txt", the following command would be used:
sftp>get foo.bar readme.txt

Getting Multiple Files

To download more than one file from the sftp server use the mget command.

Usage: mget

mget works by expanding each filename listed and running a get command on each file. The files
are copied into the local working directory, which can be changed with the lcdcommand.

For example, to download all the files in the remote working directory, the following command
would be used:

sftp> moet ./*

To download all of the files ending with .txt the following command would be used:

sftp> mget ./*.ixt
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