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Abstract: As the world moves to 5G cellular networks and next-generation is being envisioned ,
security and privacy are of paramount importance and new tools are needed to ensure them. In the
talk, after discussing motivating trends in wireless communications, we present LTEInspector a
model-based testing approach for cellular network protocols. LTEInspector combines a symbolic
model checker and a cryptographic protocol verifier in the symbolic attacker model. Using it, we
have uncovered 10 new attacks along with 9 prior attacks, categorized into three abstract classes
(i.e., security, user privacy, and disruption of service), in three procedures of 4G LTE. Notable
among the findings is the authentication relay attack that enables an adversary to spoof the location
of a legitimate user to the core network without possessing appropriate credentials. To ensure that
the exposed attacks pose real threats and are indeed realizable in practice, 8 of the 10 new attacks
have been validated and their accompanying adversarial assumptions have been put through a real
testbed. We then overview on-going research projects.
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