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Abstract: Autonomous Systems (AS), such as self-driving cars, robotic agents, and surveillance systems, rely
heavily on sensors to perceive their surroundings and make informed, autonomous decisions. However, the
security of these systems has become increasingly critical, as malicious actors can exploit vulnerabilities in the
perception pipeline, leading to potentially catastrophic consequences. This talk delves into the security challenges
posed by sensor perception modules in autonomous systems.

We will explore how adversaries can remotely inject deceptive patterns into camera feeds, creating or altering
objects in the perceived environment. These attacks exploit weaknesses in both the sensing mechanism and
machine learning-based object detection algorithms. To counter such threats, we will introduce a novel defense
framework that leverages spatiotemporal consistency checks, which is agnostic to the specific sensing modality
or attack technique. Finally, we will discuss future research directions in this field, aiming to further strengthen
the security and robustness of autonomous systems.
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