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Abstract: The application of Large Language Models (LLMs) in hardware security represents a transformative
step towards addressing challenges in hardware design and verification. This presentation explores various
advancements, including the development of domain-specific LLMs like Hardware Phi-1.5B, tailored for
semiconductor applications, and LLM4SecHW, fine-tuned for hardware debugging using curated datasets derived
from version control systems. Addressing data scarcity and quality issues, a novel semi-synthetic data generation
method leverages journalistic principles to enhance hardware debugging datasets. Additionally, this presentation
investigates resilience against power side-channel attacks, proposing reinforcement learning (RL)-based solutions
to secure hardware designs. To optimize Power, Performance, and Area (PPA) metrics, an LLM-based RL
framework, PPA-RTL, integrates post-synthesis metrics into design generation. Finally, Dr. Guo will introduce
an automated assertion generation framework that combines formal verification, hardware security knowledge,
and version control data to create comprehensive security assertion datasets. These contributions highlight the
potential of LLMs to enhance automation, resilience, and efficiency in hardware security and semiconductor
design.
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