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Abstract: In recent decades, cloud computing has profoundly changed our lives, providing the foundational 
infrastructure that supports countless applications. However, these shared environments are vulnerable to various 
hardware-based attacks, including microarchitectural side-channel attacks initiated by malicious users. Such exploitable 
vulnerabilities can be found across the entire cloud hierarchy, from resource orchestration software to the underlying 
heterogeneous hardware. 

In this presentation, I will discuss my recent discoveries of vulnerabilities in modern cloud systems, examining how 
these security issues can be identified, evaluated, and mitigated. I will also outline my vision for building secure 
computing environments in an era of increasingly diverse AI applications and flexible computing resources. 
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