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Abstract: As cyber threats continue to grow in scale and sophistication, defenders require 
tools that can synthesize information, detect complex attack behaviors, and support timely 
decision-making. Traditional cybersecurity systems often generate alerts in isolation, lacking 
the contextual understanding necessary to interpret and respond to advanced threats. This talk 
presents a knowledge-graph–driven approach that integrates open cybersecurity ontologies, 
threat intelligence feeds, and system-level observations to enable more coherent, explainable, 
and automated cyber defense. 
 
We introduce the Unified Cybersecurity Knowledge Graph (UCKG), a semantic framework 
that fuses standardized cybersecurity vocabularies such as CVE, CWE, CAPEC, CPE, 
MITRE ATT&CK and D3FEND into a single interoperable representation. The UCKG 
provides the foundation for advanced threat analytics, enabling automated reasoning, 
relationship inference, and context-aware detection. The presentation highlights two current 
research and development projects at Angelo State University: (1) Cyber Threat Intelligence 
Using Knowledge Graphs and Generative AI, and (2) Critical Infrastructure Security with 
Knowledge Graphs and Explainable AI. We discuss system architecture, ontology design, AI 
reasoning methods, and preliminary results, including student research contributions and 
multi-institution collaboration supported by the U.S. Army Research Laboratory. The talk 
concludes with opportunities for operational deployment and future research in neuro-
symbolic and explainable cybersecurity systems. 
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