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Abstract: This talk will provide a comprehensive overview of security attacks as well as detection
techniques using explainable Al. First, I will outline a wide variety of software and hardware security
threats and vulnerabilities. Next, [ will introduce explainable Al algorithms to interpret machine learning
behaviors in a human-understandable way. I will discuss state-of-the-art attack detection methods using
explainable Al. I will also cover how to enable hardware acceleration of explainable Al models for real-
time vulnerability detection. Finally, I will discuss the security threats toward machine learning models,
and effective countermeasures to design robust Al models.
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