DEPARTMENT OF
COMPUTER SCIENCE

TEXAS TECH
Whitacre College of Engineering

Software and Hardware Design for Cybersecurity in Post-Quantum
and Al Era

Tuy Nguyen, Ph.D.
Northern Arizona University
Monday, February 24, 2025
10:00 a.m.
Holden 106

Abstract: The increasing number of data breaches and cyberattacks in the United States, culminating in the
highest recorded figures in 2023 and 2024, underscores a critical security challenge. This challenge is further
amplified by the growing reliance on data for training artificial intelligence (AI) algorithms, raising concerns
about the protection of both sensitive data and the trained models themselves. In response to these evolving
threats, the National Institute of Standards and Technology (NIST) initiated a process in 2016 to standardize
quantum-resistant cryptographic algorithms. This effort has led to the selection of lattice-based algorithms in
August 2024 as benchmarks for future security standards.

This talk explores efficient design methodologies to enhance data security. We will then delve into the design
and optimization of lattice-based algorithms, considering both software and hardware implementations.
Furthermore, we will investigate techniques for seamlessly integrating post-quantum cryptography with
artificial intelligence, enabling highly secure and accurate Al training on encrypted data protected by post-
quantum cryptographic al-gorithms. Finally, we will explore applications of cybersecurity and Al in various
domains, such as autonomous systems and smart healthcare.
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