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Abstract: Autonomous driving systems (ADS) and Internet-of-Things (IoT) are revolutionizing
transportation, smart cities, and critical infrastructure by enabling greater automation, efficiency, and
connectivity. However, their increasing reliance on complex software and intricate communication
protocols introduces significant cybersecurity risks. My research addresses two critical challenges:
exploiting and securing Simultaneous Localization and Mapping (SLAM) systems in autonomous vehicles
and robotic platforms, and enabling secure, seamless collaboration among heterogeneous IoT devices.

In this talk, I will first present an adversarial attack on SLAM systems, demonstrating how small, carefully
crafted perturbations can mislead autonomous navigation and compromise ADS reliability. I will then
introduce a lightweight defense mechanism to enhance the robustness of SLAM in real-world scenarios. In
the second part, I will discuss a novel key extraction protocol to allow secure and reliable asymmetric
communication between heterogeneous IoT devices. I will conclude by highlighting open research
challenges in securing emerging autonomous and IoT systems and outlining my future research directions
to build more resilient cyber-physical infrastructure.
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