S
% v‘*ﬁ?:‘ 3

ROTTILUR T}

et R T 2o Mgy 11T T T
J'Iﬂ : :'.-»‘ | [ | . « S i 3 : i.\v (S "'.

sialln o rioiios L eSS




Role of a Network
Site Coordinator
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What is an NSC?

A network site coordinator (NSC) is the department's official representative for
managing its IT resources, such as mailboxes and devices. An NSC is not
necessarily a technical support person, although they may be in some cases.
All TTUS and TTU departments should have at least one NSC, and each
department can have up to six total NSCs. Faculty and staff in each
department or college may need to contact their NSC for certain types of
requests that require an NSC's involvement.



What can an NSC do?

NSCs have special access to certain forms and areas of the
Telecommunications website, such as requesting a functional TechMail
address or requesting a website name (for instance, www.yourdept.ttu.edu).
NSCs also often manage various aspects of Microsoft's Active Directory
Domain Services or simply, Active Directory, for their department(s).

When NSCs have requests, including support related requests, they can
contact IT Help Central just as other IT customers. Requests may be routed
from IT Help Central to systems administrators through Information
Technology's service management application, if needed, just as for all
customers. For emergency situations, IT Help Central (ITHC) has procedures
for contacting system administrators, as needed.



askiT and ITHC
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What is askIT?

asklT is the customer service portal for TTU IT Support. In asklIT, you can
search the knowledge base for instructions to common tasks and solutions to
problems. You can also use asklIT to submit service requests to IT Help
Central. As NSCs, you have access to more options in asklT than typical
customers; and when calling IT Help Central, you will be transferred to a full-
time staff member, when available.

One of the most valuable knowledge articles for all NSCs is one that can be
found at the quick URL

Most of the topics in this training will have related knowledge articles linked in
the NSC Guide. Consider adding this article to your bookmarks.

askIT and ITHC


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=nscguide

Requesting Assistance From IT Help Central
. — Submit your own service requests, search the knowledge
base, or chat with a support representative

« 806-742-4357 (7/42-HELP) — for urgent or more complex matters. If called
between 8am — 8pm Sunday — Friday, you will be transferred to a full-time
staff member.

. — for less urgent requests

askIT and ITHC


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp
mailto:ithelpcentral@ttu.edu

Requesting Assistance From Telecommunications

« NSC Requests

e FastTrack Outlet Request

« Network Service Requests

askIlIT and ITHC


https://www.depts.ttu.edu/telecom/requests/nscrequests.php
https://www.net.ttu.edu/netforms/workorder/placeorder.aspx
https://www.depts.ttu.edu/telecom/

Common Tasks for
NSCs
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Appointing and Removing Other NSCs

Status as an NSC isn’t granted automatically; it must be granted by an
authorized representative of your department. An email is sent from the
Renewal Engine to the department head every six months to confirm their
department’'s NSC list membership. If not renewed, the list will be purged of
Its membership and a new request will have to be submitted.

If any NSCs need to be added or removed, the department head or existing
NSC must follow the steps located in the knowledge article for
adding/removing an NSC.

Common Tasks for NSCs



Subscribe/Unsubscribe to NSC Anhnouncements

As an NSC, you are automatically in the NSC Announcements mail group.
These emalls are usually announcements related to network/system
downtime and educational events from vendors. If you know someone that
would like to receive those same announcements who isn’t an NSC, they can
subscribe/unsubscribe at will.

Common Tasks for NSCs



Banner, eRaider and Active Directory

Banner is the central database that hosts information from all over the TTU
System. Raiderlink is your portal into Banner, housing links to Self-Service
Banner (SSB) applications.

eRaider is the TTU account system needed to access online resources.
Managing your eRaider account can be done with eRaider Account Manager at

eRaider.ttu.edu.

Active Directory is a database of all the users, groups, and devices on the TTU
Domain. (Devices that need an eRaider username/password to sign in.) This is
the system that grants most permissions to users and is the tool NSCs use the

most in their duties.

Common Tasks for NSCs



Banner, eRaider, and Active Directory

Information flows between Banner and eRaider, and then it flows to Active

Directory. However, no changes in Active Directory will affect changes in
eRaider or Banner. Namely, unlike other organizations you may have worked
for, you are unable to change user passwords, email, or display name in

Active Directory.

: Active

Common Tasks for NSCs



Active Directory

You can use “Active Directory Users and
Computers” to make changes to anything
In your organizational unit (OU).

You can find your OU by expanding the
ttu.edu domain and locating your
department in the sub-directory.

Once in your OU, you'll be able to see all
the computers, groups, and mailboxes in
your area. Individual users are not
located in your OU.

File

|| Active Directory Users and £ ~
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Functional Mailboxes

A functional mailbox is a mailbox that, unsurprisingly, fulfills a specific
function. For example, many departments have a contact mailbox such as

, etc. Unlike an individual mailbox,
these mailboxes can be accessed by multlple users and access is controlled

by functional mail groups (FMGS) in Active Directory.

FMGs are managed by NSCs for the area, but a manager can also be set to
give that user permission to add and remove other users from the group.

Please review the article “How to: Determine the owners of a functional
mailbox” linked in the NSC Guide.

Common Tasks for NSCs


mailto:ithelpcentral@ttu.edu
mailto:parking@ttu.edu

Resource Mailboxes

« Resource mailboxes, aka Resource Rooms, are functional mailboxes
configured to accept calendar invites in order to reserve the resource.
(Typically a room)

Common Tasks for NSCs


https://askit.ttu.edu/sp?id=kb_article_view&sysparm_article=KB0027465

Distribution Lists and Response Groups

Distribution lists are groups with an associated email address that, when
emailed, sends that email to every member of the group. For most purposes,
this is functionally identical to emailing all group users individually, but more
convenient.

Response groups are like distribution lists, but instead of an email address
associated with them, they have a phone number associated with them.
When someone calls this phone number, it rings every user in the group that
IS signed in. The first person to answer the phone gets this call routed to

them.

Common Tasks for NSCs



Distribution Lists and Response Groups

Interactive voice response (IVR), a.k.a. “automated attendant’, is the
automated voice system that callers navigate to be directed to response
groups, individuals, or leave a voicemail that will be sent to a functional
mailbox. NSCs can submit a request to Telecom to configure these settings.

. | Main Department Name
121233
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Recommended Solutions for File Storage

« Texas Tech has a variety of storage solutions that should be used
differently based on the need

 |tis important to not store documents important to other team members on
one’s OneDrive, as it may become inaccessible.

Common Tasks for NSCs


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0026561

Encryption

To protect institutional data, laptops at TTU must have encryption enabled.
Windows computers are encrypted with BitLocker and Macs with FileVault.
Both encryption methodologies incorporate a “recovery key” to allow
decryption of the encrypted device. For example, if BitLocker detects changes
in @ computer’s environment, it prompts for the recovery key to prevent
unauthorized access. You must provide the recovery key to regain access to
the device.

TTU devices are strongly encouraged to use encryption management
solutions provided by TTU IT, DDPE for Windows and Jamf for Macs. These
solutions help manage those recovery keys and allow TTU IT to assist NSCs
In by contacting IT Help Central.

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0026216

Common Tasks for Primary
Support Providers

=22\ 2 11111

TTTTT
TTTTT




Common eRaider Issues

Many of the most common support requests that users have are related to
eRaider. Familiarizing yourself with the eRaider system and the way it
functions will help you solve these requests quickly. Common eRaider requests
can be broken down into five main categories:

« eRaider setup

« Password expired
 Locked account
 Disabled account

« Multifactor authentication

Common Tasks for Primary Support Providers



eRaider Setup

When first attempting to set up an eRaider account, you must enter your legal
first and last name, date of birth, and a setup code. If any of these are wrong,
you receive an error code “Information Entered Does Not Match Existing
Records”. The error code after this tells you which information is incorrect:

« 001 - Incorrect setup code. Ensure it is being typed correctly, and clear
cache and cookies. If this does not help, ask the customer to contact ITHC.

e 002 - Incorrect name or birth date. The date isn't in the correct format
(mm/dd/yyyy) or the date/name was entered incorrectly in their paperwork.
Confusion can arise with users who don't have "Western” style names. Get
with your area’'s employment services coordinator to check their paperwork.

Common Tasks for Primary Support Providers



Password Expired

eRaider passwords must be changed every 180 days (approx. 6 months). If a
customer lets their password expire, they will not be able to sign in to any
services. Windows may prompt the user to update their password, but this will
not work. Passwords must be updated at

Letting your password expire can also cause problems with access to
Microsoft services. After updating your password following expiration, it will
take around 2 hours to access to Microsoft services. Microsoft Teams will
temporarily remove expired users from certain channels and will not always
add them back automatically.

It Is advisable to not let an eRaider password expire.

Common Tasks for Primary Support Providers


https://eraider.ttu.edu/

Locked Account

If an eRaider account receives 14 failed sign-in attempts, the account will be
locked for 15 minutes. This lockout cannot be manually released. Further failed
sign-in attempts will prolong the lockout.

If a user has an old password stored on a device, that device may be
repeatedly attempting to access a resource with that old password, causing a
chronic account lockout. These users will need to systematically update their
password for all systems on all of their devices.

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0026765

Disabled Account

If a user cannot sign in, the account may be disabled.
. eRaider accounts can be disabled in two circumstances:

« User has lost affiliation with the university.
 How long before an account is disabled (and then deleted) depends

on what their affiliation was. If the customer should still be affiliated,
then there is likely a paperwork mistake.

 If the user has truly lost affiliation but needs to retrieve info from
their emall, ITHC can grant temporary access to the account.

« Customer’s account is compromised, or is suspected of being
compromised, and was disabled by the Enterprise IT Security team.
The customer will personally have to contact IT Help Central.

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0025144
https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0025144

Multifactor Authentication (MFA)

Microsoft MFA is the multifactor authentication service used at TTU. If a
customer is unable to access Microsoft MFA, they will have to contact ITHC
to reset their account. There are a few tips you can give users to prevent this
frustration:

e Set up more than one MFA method or get a physical

* When getting a new phone, keep the old one until you set MFA up on the
new phone (unless you have another MFA method).

 When troubleshooting with the app, do not attempt to uninstall and reinstall
the app or clear its memory (unless you have another MFA method).

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0029297

Microsoft 365

TTU has a university-wide license for Microsoft 365 for students, staff, and
faculty. This license includes the following Microsoft products:

* Microsoft 365 Apps (Word, Excel, etc.)

« OneDirive for Business

e Microsoft Teams

« Avariety of other products

« Certain other Microsoft products may be requested for a small fee

The M365 license allows customers installation of apps on many different
devices. Shared workstations, such as lab computers, will need to install
M365 apps with a download requested from Technology Support.

Common Tasks for Primary Support Providers



Sending Out Mass Mailings

To curb the threat of spam/phishing from compromised TTU email accounts,
users are not allowed to send out mass mailings from their personal TTU
email address.

There are several different resources that can be used to contact large
groups at the university:

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0026064
https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0026064

Lifecycle of Equipment

The lifecycle of equipment at TTU goes through the following stages:

* Purchasing — Done through TechBuy (you may or may not be granted
access to this system.)

« Imaging — Dell computers will have a basic image, but it can be replaced
with one specific to your area.

 Inventorying — Devices should be accounted for using the

« Disposal/Surplus — When devices are past usefulness, they are sent to
or . Before being transferred, hard drives
should be erased using the BitRaser software. For particularly sensitive
data, hard drives can even be scheduled for shredding.

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0027543
https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0027543
https://www.askit.ttu.edu/kb_view.do?sysparm_article=KB0026128
https://www.askit.ttu.edu/sp?id=sc_cat_item&table=sc_cat_item&sys_id=eb8dbf8f1b35c1105a13cbb5624bcbbd

Joining Devices to ttu.edu Domain

When receiving new desktops and laptops, they must be joined to the ttu.edu
domain. This will allow customers to sign in to the devices with their eRaider
username and password (so long as they are on TTUnet) and allow you to
manage the device using various tools.

Computers purchased from Dell through TechBuy will have a preset TTU

Image on the device which will prompt to be connected to the domain on first
startup. Best practice is to and then

add the device to the domain using the same name. That name should

usually be the Dell Service Tag number or Apple serial number. Consider a
naming convention for the devices you administer.

Common Tasks for Primary Support Providers


https://askit.ttu.edu/saml_redirector.do?sysparm_uri=sp?id=kb_article_view%26sysparm_article=KB0024619



https://www.askit.ttu.edu/sp?id=kb_article_view&sysparm_article=KB0027266

AVAR\

Any services that need to be accessed on TTUnet can be accessed remotely
If connected to the TTUnet VPN. Users must contact IT Help Central to have
VPN access enabled. The VPN client may be downloaded at

Common Tasks for Primary Support Providers


http://www.eraider.ttu.edu/

KACE

KACE is a “unified endpoint management” system that you can employ.
KACE can be used to manage your IT assets, including:

* |Inventory of hardware and software

* Image storage, management, and provisioning

« Automatically enforce updates to applications and operating systems
» Distribute software to systems

KACE is an alternative to many things you might usually accomplish with
Group Policy Objects (GPOSs) in Active Directory.

Common Tasks for Primary Support Providers



OIVENES

Information Technology provides the use of Qualys Cloud Platform to detect
security vulnerabilities in servers and workstations and provide guidance on
how to remediate them. The Qualys Cloud Agent is the client-based software
that is used to provide near real-time vulnerability reporting to the server.

Qualys Cloud Agent should be installed as part of the baseline TTU image
from Dell. If you make a custom image, this program will be automatically
once it is joined to the TTU domain. The agent for macOS can also be
deployed using KACE. You may receive Qualys reports about devices in your
area.

Common Tasks for Primary Support Providers



Campus Software Agreements

TTU has agreements with some software vendors that allow us to distribute
software to our customers for free or at greatly reduced prices. Please note
that some vendors have specified the types of customers (students,
faculty/staff/ and remote campuses) who can avail these discounts.

Common Tasks for Primary Support Providers


https://www.depts.ttu.edu/itts/software/
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https://www.depts.ttu.edu/itts/software/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37

